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Introduction - Contributions

¨ Enhancement of our Penetration Testing methodology
with the integration of the CAPEC knowledge-base.

¨ Threat model and extension of our Threat Catalog for 
the MQTT protocol and multiple MQTT-based devices.

¨ Testing of a real-world Home Automation System: 
Open Energy Monitor
¤ Threats;
¤ Attacks;
¤ Countermeasures.
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¨ Human-driven and it’s quality is highly based on the 
skills of the penetration tester (Costs & Time 
consuming).

¨ No standard and no-complete & no-redundand
methodology has been defined so far.

¨ Several methodologies defined in recent years: NIST 
SP 800-115, OWASP, PTES, ISSAF.

¨ As well as many technical guidelines and tools for 
specific technology domains: OSSTMM, PTS, MFS
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Security Testing: Penetration Testing
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Additionaly, the available methodologies mainly focus 
on technical analysis:
¨ Good to address security vulnerabilities and 

exploitable attack paths.
¨ Well suited for security certification processes.
¨ Expensive & Hard to understand to the end user.
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Security Testing: Penetration Testing
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The Proposed Methodology
6

A four-step methodology guided by the TM and RA
processes, that enables less-skilled pen-tester to
perform security evaluations on a per threats-basis.
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The Proposed Methodology (1)
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1. System Modeling: (semi-)formal description of the SuT.

The methodology entirely relies on the correctness and
the accuracy of the SuT model, thorugh the MACM
formalism, which is then used to drive the following
activities. Three modeling approaches:
¨ (i) White-box, (ii) Grey-box, (iii) Black-box.
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The Proposed Methodology (2)
8

2. Threat Modeling: threats identification
Threat enumeration and identification by the means of a
threat catalogue.
It is a knowledge-base developed in the context of two
EU projects (SPECS & MUSA), containing several well-
known threats grouped by multiple attributes.
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The Proposed Methodology (2)
9

2. Threat Modeling: threats identification.

It includes threats for many software components and
protocols (Ethernet, IP, TCP, TLS, XMPP, OAUTH, Zigbee,
Bluetooth, BLE, GSM, ) and it is constantly updated.
It is constructed in such a way that MACM nodes coincide
to the threat asset-type field.
Threat model is created by querying and composing
threats from the threat catalogue.
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The Proposed Methodology (3)
10

3. Planning: planning the tests and possible attacks to perform.
Penetration testers select the right test planning schemes
from a pre-build knowledge base, which is continuously
updated with exploitation techniques (tools and actions to
execute), mapped to specific threats.
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The Proposed Methodology (3) –
CAPEC Integration
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3. Planning: planning the tests and possible attacks to perform.

Catalog of common attack patterns employed by
adversaries to exploit known weaknesses.
500+ elements, classified in three hierarchical description
levels (META, STANDARD, DETAILED).

4. Implementation: actual execution of the attacks.

MITRE - Common Attack Pattern
Enumeration and Classification
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Our case study: Open Energy Monitor
12

An open-source platform for control automation and 
monitoring of several home appliances
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MACM entities:
Nodes (6): {Device, IoTGateway, Network, Service} + {MQTTClient, MQTTBroker}
Relations (3): {use, host, connect}.
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1. System Modeling

Our case study: Open Energy Monitor
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2. Threat Modeling – MQTT Threats
In order to support the technologies involved within the case study,
we enriched the catalogue with MQTT-related known threats.

Our case study: Open Energy Monitor
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2. Threat Modeling – OEM TM
We retrieved the threat model in an automated way through ad-hoc
queries on the threat catalogue, mapping threats to assets.

Our case study: Open Energy Monitor
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3. Penetration Testing Planning – CAPEC
For each threat of our threat model, we identified the related meta-
level attack(s), and the subsequent standard and detailed patterns
that could implement a feasible attack.

Our case study: Open Energy Monitor
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3. Penetration Testing Planning

Our case study: Open Energy Monitor
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3. Penetration Testing Planning
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3. Penetration Testing Planning
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3. Penetration Testing Planning
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4. Penetration Testing Implementation – MQTT Packet Sniffing

Our case study: Open Energy Monitor

Our Testbed
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4. Penetration Testing Implementation – MQTT Packet Sniffing

Our case study: Open Energy Monitor

¨ Ettercap (L2 MITM, through ARP poisoning)
¨ Wireshark (packet logging & analysis).

Toolchain:

MQTT BROKER

MQTT CLIENT (Thermostat)
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4. Penetration Testing Implementation – Packet Sniffing

Our case study: Open Energy Monitor
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4. Penetration Testing Implementation – Packet Sniffing

Our case study: Open Energy Monitor
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Results

Our case study: Open Energy Monitor

Many of the suggested mitigation techniques are already supported
by the MQTT standard and by many of the MQTT implementation,
although they must be often explicitly enabled on most of the systems,
including OEM.
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Conclusion & Future Works

¨ The penetration testing methodology we adopted
supports IoT-based systems and enable professionals
with limited computer security skills to identify and
demonstrate suitable attacks.

¨ Available software, as OEM, should improve and
enforce security-by-default configuration preset &
requirements.

In the next future we plan to:
¨ extend our model by building a set of tools to automate

threats verification and automated testing & 
¨ enrich the attack plan generation by integrating other

sources of Cyber Threat Intelligence.
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