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Introduction

Cybersecurity incidents (e.g., cyber-attacks) have been a main
problem that faces organizations.

Security analysts must properly respond to them, and take
action to avoid their serious impacts.

Responding to cybersecurity incidents requires efficient
evaluation of their risks.



Limitations in Existing Approaches

Risk = probability X impact
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Difficult to elicit accurate probabilities
Sources of evidence may not be trustworthy
So, there is uncertainty about probability values
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Impact on what?
No detailed analysis of the consequences
No consideration of possible mitigating events
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So, What We Need?

A cause-effect model (e.g., Bayesian networks)

Additionally, the model captures uncertainty about
probabilities

history of smoking
PlH = yes)=0.2

Uncertainty degrees
about probabilities

lung cancer
PiL = yes | H = yes) =0.003
P(L = yes | H=no) = 0.00005

bronchitis
PlB=vyes | H=vyes)=0.25
PlB=ves | H=no)=0.05

tuberculosis
P(T = yes) = 0.0001

mediastinal metastises
P(M =vyes | L=yes) =046
P(M =vyes | L=no)=0.0

computed tomography
P{CT = pos | M = yes) =0.82
P{CT=pos | M=no)=0.19

mediastinoscopy
P(MT = pos | M = vyes) =0.82
P[MT= pos | Al = I'iCI:I = 0.005

chest Xray
PlX=pos | L=vyes, T=vyes)=0.8
PlX=pos | L=vyes, T=no)=0.6
PlX=pos | L=no, T=yes)=0.5
PlX=pos | L=no, T=no) =0.02



Subjective Bayesian Networks

* A generalisation of classical BNs.

* Probability distributions associated with the nodes are
replaced with subjective opinions about them.

* Anopinionis atuple w, =< b,,d,, u,, a, >.

wy =<0.6,0.2,0.2, 05>

Attack
0.6

no
attack

0.2 COT at node Y COT at node Z
wyjx = (0.7,0.15,0.15) wzx = (0.90,0.00,0.10)
Wattack = < 0.6,0.2,0.2,0.5 > wy)x = (0.1,0.85,0.05) wzz = (0.20,0.60,0.20)




Why Should Uncertainty be Modelled?

* Different outcomes, and so different security decisions.

* Flexibility to decision-making process, especially when
considering, e.g., risk attitudes or security investment budget.

Validity of
proposition

Scenarios

Decision

Who may get benefit?

DDoS attack? «<——

ompletely
uncertain

Optimistic view:

Attack cannot occur

As a most likely value:
P(Attack) = 0.5

pessimistic view:
Attack will occur

V

To not take action

Those with limited budget

V

May take action

Depends

V

To take action

Those with sufficient budget



SBN Model for Risk Assessment

Security incident

wT||r

Response
r

A 4

direct or indirect Consequences
We||t,r

Risk attributes _ ]
e.g., financial losses,

legal consequences,
reputational damage, etc.
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Risk Evaluation

* Potential damage at an attribute node (S;):
Dg, = P(Sj) - Wj - Vi(Sj)

Security incident

I
e Risk index: RIr:ZDSj.
j=1

wT||r

Response
r

Consequences
* Security Response Effectiveness: @D
RI?’D - Rfr; Risk attributes
SRE(rj) = T x 100, s




COT at node D

wp|e = (0.75,0.15,0.10)
wpjz = (0.05,0.90,0.05)

COT at node W

wwa = (0.68,0.18,0.14)
wyq = {0.02,0.95,0.03)

COT at node S

wgp, = (0.90,0.05,0.05)
wgim = (0.01,0.92,0.07)

Example

COT at node E

Event: Wiper malware in the wgr = (0.02,0.93,0.05)
wgr = {0.60,0.20,0.20)

ICS system (E)
T ‘\

i
Fresh installation of
HMI PC (R) COT at node M

Disruption of the HMI (D)

Impact on weII
integrity (W

|

The ICS system under
maintenance for 24 hrs (M)

Wy = (0.85,0.05,0.10)
@y = (0.00,1.00,0.00)

COT at node K
Wgm = (1.00,0.00,0.00)

Suspension of work (K) wgm = (0.00,1.00,0.00)
Spill of contaminants (S) /\

Wywr = (0.92,0.05,0.03)
wywr = (0.00,0.98,0.02)

Legal consequences (L) Loss in revenue (V) Reputational damage (U)
COT at node L COT at node V COT at node U
wps = (0.85,0.10,0.05) Wywx = (0.98,0.00,0.02) @y = (0.90,0.00,0.10)
wg)s = (0.08,0.90,0.02) @ypwx = (0.50,030,0.20) wyr = (0.20,0.60,0.20)

Risk index Risk index Security
with no response with ry decision
0.248 0.397 should not enforce ry




Experimental Results

We used the scenario of wiper malware.

We generated three sets of probability values form the
opinions (assuming they represent the truth values).

We used these probabilities and inference approach in BNs to
compute risk in the three experiments.

We compared the results in the two approaches.

Different outcomes... different decisions.

Approach Risk index with 7y | Risk index with ry Security decision
SBN approach 0.248 0.397 enforce 1y
Probabilistic Exp.1 0.185 0.175 enforce ry
approach Exp.2 0.116 0.105 enforce 1
Exp.3 0.137 0.144 enforce 1y




Conclusions

A new risk assessment model that takes uncertainty about
probabilities into account, using subjective Bayesian
networks.

The model formalises risk as multi-consequence.
The model offers flexibility to decision-making process.

The evaluation showed that taking uncertainty about

probabilities into account may lead to different outcomes, and
therefore different decisions.
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