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A SHORT BIOGRAPHY OF THE LECTURER

Dr. Koltuksuz was born in 1961, received his Masters Degree from the Computer Engineering Department of Aegean University with a thesis of “Computer Security Principles” in 1989. Earned his Ph.D. from the same Institution with a dissertation thesis of “Cryptanalytical Measures of Turkey Turkish for Symmetrical Cryptosystems” in 1995 and, subsequently appointed as an Assistant Professor. He moved to Izmir Institute of Technology, Department of Computer Engineering in 1996 and became a full-time, tenured Associate Professor within the same institution in 1999. Dr. Koltuksuz currently runs the Information Systems Strategy and Security Laboratory (http://is3.iyte.edu.tr) and his research interests are Cryptology, Theory of Numbers, Intelligence Analysis, Information Theory and that of Computer Forensics. Dr. Koltuksuz has held many international tutorials and speeches on above topics. He has also supervised numerous masters’ and Ph.D. theses on cryptography, cryptanalysis and open sources intelligence analysis. 

OBJECTIVE


To provide the practitioners of contemporary information security community with the current cryptographic key management techniques and practices along with the necessary mathematical background plus. The introduction of a model cryptographic key management center with the relevant hardware and software is also aimed.
RATIONALE


It’s been observed that many information security officers who are actively conducting security practices may not necessarily have the in-depth knowledge of contemporary symmetrical/asymmetrical cryptographic security primitives and/or protocols in which the cryptographic key management plays the central role. Therefore running a cryptographic key management center has the maximum importance in any given information security establishment.
Theoretical Needs

· Understanding the primitives of both symmetrical and asymmetrical cryptosystems in terms of relevant number theory.

· Being aware of the Key Distribution problem hence the need for key exchange algorithms.

Practical Needs

· Being able to differentiate how & where and/or when to use a symmetrical cryptosystem instead of asymmetrical cryptosystem and vice versa.

· Understanding the hardware and software mechanisms that a key management center utilizes.

· Being able to deal with many standards and drafts surrounding the primitives and protocols of multilevel cryptographic security mechanisms.
WHO SHOULD PARTICIPATE?

Most IT professionals including computer engineers, programmers, network engineers, network designers, network administrators, technical managers, security project planners, system managers will definitely benefit from this tutorial but above all and in particular this tutorial is a “must” for anyone whose responsibility lies in the information systems security area. 
THE TUTORIAL SCHEDULE

A. Background
1. Abstract Algebra

· Mathematical structures: Groups, Rings & Finite Fields

· Generators

2. Number Theoretical background

· Discrete Logarithm Problem - DLP 

· Congruences, Powers, and Fermat’s Little Theorem

· Euler’s totient function

· Prime numbers

· Primality testing and Carmichael numbers

· Legendre, Jacobi & Kronecker symbols

3. Elliptic Curves

· Diophantine equations

· Weierstrass equation & sample elliptic curves

· Chord & tangent rule, point operations

· DLP-ECDLP

B. Key Management Protocols

1. Symmetrical Cryptosystems

· Key distribution problem

· Session Keys

· Generation techniques

· Session key management

2. Key Exchange Protocols

· Pair-Wise Key Establishment: NIST SP 800-56A

· Diffie-Hellman Key Exchange-DHKE: NIST SP 800-56A

· Elliptic Curve Diffie-Hellman - ECDH: X9 - 42 

· Elliptic Curve Menezes Qui Vanstone -ECMQV: NIST SP 800-56A

3. Asymmetrical Cryptosystems

· Prime number generation & Primality testing

· Elliptic Curves

· NIST curves for asymmetricals

· NIST reduced curves for PIV: NIST SP 800-78

· Lattice keys: IEEE P1363

· Managerial issues 

4. General Considerations

· Standards: 

· Security Requirements for Cryptographic Modules: NIST FIPS 140-2

· AES: NIST FIPS 197

· IEEE Standards Specifications for Public-Key Cryptography: IEEE P1363
· Elliptic Curve Digital Signature Algorithm: FIPS 186-2

C. Complimentary Protocols

1. Hashing

· Secure Hash Algorithm: NIST FIPS 180-2 or SHA family

2. Random Number Generation

· Real random numbers or enter quantum systems

· Pseudo randomness and the related algorithms

· Standards: NIST SP 800-90

3. Log Management

· Standards: NIST SP 800-92

D. A Model Cryptographic Key Management Center
1. Requirements Analysis for a CKMC

2. Hardware & software issues

3. A model CKMC

4. Managerial issues

5. Key Management standards: NIST SP 800-57 part I & II

TUTORIAL TIMING

	A. Background
	60 minutes

	Break
	15 minutes

	B. Key Management Protocols

C. Complimentary Protocols
	90 minutes

	Break
	15 minutes

	D. A Model Cryptographic Key Management Center
	60 minutes

	Discussion
	30 minutes

	Total amount of time required
	4.5 hours ~ 5 hours


MEETING THE NEEDS


While the Background session will be providing the necessary mathematical information the Key Management Protocols session will firmly establish the methodology of which the current practices may employ by supplying detailed information on primitives and protocols. The Complimentary Protocols session will fill in the gaps from which all security officers may struggle from time to time. The last part of the tutorial which is A Model Cryptographic Key Management Center will be devoted entirely to establish and to run a cryptographic key management center.
BENEFITS – WHAT YOU WILL LEARN 

By the end of a full day long tutorial the audience will be provided with necessary theoretical and practical information on cryptographic key management centers along with the surrounding hardware and software devices and thus is more knowledgeable and sensitive on the issues of key management. 

AS YOU LEAVE

All slides of the tutorial will be provided to each participant through an FTP facility. 
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