
 

 

 

 

 

Security of Information and Networks 
 

 

 

 

 

 

 

 

Editors 
 

Atilla Elçi 
Aksaray University, Aksaray, Turkey 

 

Alexander Chefranov 
Eastern Mediterranean University, Gazimagusa, TRNC 

 

Manoj Singh Gaur 
Malaviya National Instıtute of Technology Jaipur, India 

 

Mehmet A. Orgun 
Macquarie University, Sydney, Australia 

 

Oleg B. Makarevich 
Southern Federal University, Taganrog, Rostov, Russia 

 

Yasin Çelik 
Aksaray University, Aksaray, Turkey 

 

 

 

 

Proceedings of the Sixth International Conference on  

Security of Information and Networks (SIN 2013) 

26-28 November 2013 

Aksaray, Turkey  



 

The Association for Computing Machinery 
2 Penn Plaza, Suite 701 

New York, New York 10121-0701 

 

Copyright © 2013 by the Association for Computing Machinery, Inc. (ACM). Permission to 

make digital or hard copies of portions of this work for personal or classroom use is granted 

without fee provided that copies are not made or distributed for profit or commercial advantage 

and that copies bear this notice and the full citation on the first page. Copyright for components 

of this work owned by others than ACM must be honored. Abstracting with credit is permitted. 

To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior 

specific permission and/or a fee. Request permission to republish from: Publications Dept., 

ACM, Inc. Fax +1 (212) 869-0481 or <permissions@acm.org>. 

 

For other copying of articles that carry a code at the bottom of the first or last page, copying is 

permitted provided that the per-copy fee indicated in the code is paid through the Copyright 

Clearance Center, 222 Rosewood Drive, Danvers, MA 01923 (USA). 

 

Notice to Past Authors of ACM-Published Articles 

ACM intends to create a complete electronic archive of all articles and/or other material 

previously published by ACM. If you have written a work that has been previously published by 

ACM in any journal or conference proceedings prior to 1978, or any SIG Newsletter at any time, 

and you do NOT want this work to appear in the ACM Digital Library, please inform 

permissions@acm.org, stating the title of the work, the author(s), and where and when published. 

 

ISBN: 978-1-4503-2498-4/13/11 

 

Additional copies may be ordered prepaid from: 

 

ACM Order Department 

PO Box 30777 

New York, NY 10087-0777, USA 

 
Phone: 1-800-342-6626 (USA and Canada) 

+1-212-626-0500 (Global) 

Fax: +1-212-944-1318 

E-mail: acmhelp@acm.org 

Hours of Operation: 8:30 am – 4:30 pm ET 



Foreword 

We welcome you to The Sixth International Conference on Security of Information and 

Networks (SIN 2013).  

The SIN series of conferences aims to provide an international forum for presentation of 

research and applications of security in information and networks. SIN 2013 follows the 

successful conferences of SIN 2007 and SIN 2009 held in Gazimagusa, North Cyprus, 

SIN 2010 held in Rostov-on-Don, Taganrog, Russia, SIN 2011 held in Sydney, Australia, 

and SIN 2012 held in Jaipur, India. SIN 2013 was hosted by the Faculty of Engineering, 

Department of Electrical-Electronics Engineering, Aksaray University, Aksaray, Turkey.  

The next SIN Conference is scheduled to take place in the UK in 2014. 

SIN 2013 was organized jointly by Aksaray University, Aksaray, Turkey; Malaviya 

National Institute of Technology, Jaipur, India; Macquarie University, Sydney, Australia; 

Southern Federal University, Rostov-on-Don, Taganrog, Russia; İstanbul Technical 

University, İstanbul, Turkey; and Ahiler Development Agency, Nevşehir, Turkey.  

We thank all those involved in organizing SIN 2013; their input in bringing out a quality 

conference has been appreciated. First of all, we thank the authors for submitting their 

papers for consideration; in all there were 126 proposals coming from 34 countries. 

Thanks go to the program committee members for their hard work in reviewing those 

papers. We are greatly indebted to these fine researchers for delivering a keynote/invited 

talk during SIN’13: Goerges Ataya, Belgium; Ludmila Babenko, Russia; Bart Preneel, 

Belgium; Erkay Savaş, Turkey; Ali Aydın Selçuk, Turkey; Rudrapatna Shyamasundar, 

India; and Edgar Weippl, Austria. Special thanks are due to the chairs of the organization 

committee whose leadership made SIN 2013 possible: Program Chair Alex Chefranov, 

Tutorials Chair Behnam Rahnama, Workshops Chair Tuğkan Tuğlular, Posters Chair Md. 

Sadek Ferdous, Fast Abstracts Chair Alev Elçi, Industry Program Chair Christophe 

Feltus, Local Arrangements Chair Himmet Karadal, Publication Chair Yasin Çelik, 

Finance Chair Zeynep Duman, Registration Chair Hacı Özışık, e-Presence Chair 

Muhammet Saygın, Promotion Chair Yasin Çelik, Logo designs by Efe Cem Elçi, 

Conference poster design by Abdullah Singin and Muhammet Saygın, and volunteers 

from the Departments of Electrical-Electronics Engineering and Business Administration, 

Aksaray University, Aksaray, Turkey. The full list of all the members of the organization 

committee is available as part of the front matter of the Proceedings; again, we thank them 

all.  

We sincerely thank our sponsors for their contribution to the success of this conference: 

gold sponsor STM Defense Technologies Engineering and Trade, Inc., Turkey; silver 

sponsor IGI Global Disseminator of Knowledge, USA; and supporters World Scientific, 

Singapore, and Bilgi Güvenliği Derneği, Turkey. We are grateful to ACM Distinguished 

Speakers Program for sponsoring Rudrapatna Shyamasundar’s SIN’13 visit for an invited 

talk. 

We also wish to thank Microsoft Research for providing the Conference Management 

Toolkit (CMT) and for hosting the SIN 2013 submission site; and EasyChair for hosting 

the SIN’13 Abstracts submission site.  



We are proud of our association with ACM and SIGSAC, consequently greatly indebted 

to Elisa Bertino, the Chairperson of SIGSAC at the time the Technical In-Cooperation 

Agreement was concluded for ACM/SIGSAC support of SIN’13. The proceedings of 

SIN’13 was published by ACM and uploaded to the ACM Digital Library for perpetual 

online access. We thank Adrienne Griscti, Diana Brantuas and Craig Rodkin of ACM for 

their excellent cooperation and support. 

We welcome all the participants to enjoy the conference and also what Aksaray and her 

vicinity have to offer in nature, culture and history. 

 

Atilla Elçi  

General Chair  

Aksaray University, 

Turkey 

Manoj S. Gaur 

General Co-Chair    

Malaviya National 

Institute of Tech., India 

Mehmet A. Orgun 

General Co-Chair 

Macquarie Univ., Australia 

Oleg Makarevich 

General Co-Chair 

Southern Federal 

University, Russia 

 

  



Program Chairs’ Welcome 

It is our great pleasure to welcome you to The Sixth International Conference on Security of 

Information and Networks (SIN 2013) organized jointly by Department of Electrical & 

Electronics Engineering, Aksaray University, Aksaray, Turkey; Department of Computer 

Engineering, Malaviya National Institute of Technology Jaipur, India; The Centre  for 

Advanced  Computing - Algorithms and Cryptography (ACAC) & The Information  and 

Networked  Systems  Security (INSS) & Intelligent Systems Group (ISG), Dept. of Computing, 

Macquarie University, Sydney, Australia; Department of Security of Information Technologies, 

South-Russian Regional Scientific-Educational Center for Information Security Problems, 

Southern Federal University, Taganrog, Rostov, Russia; Department of Electronics and 

Communication Engineering, Istanbul Technical University, Istanbul, Turkey; Ahiler 

Development Agency, Nevşehir, Turkey. Department of Electrical & Electronics Engineering, 

Aksaray University, Aksaray, Turkey, hosted the event. 

The main theme of the SIN 2013 conference is security of information and networks. The theme 

includes the following topics: Access control and intrusion detection; Cyber physical systems; 

Autonomous and adaptive security; Security tools and development platforms; Computational 

intelligence techniques in security; Security ontology, models, protocols & policies; Computer 

network defense; Standards, guidelines and certification; Cryptographic techniques and key 

management; Security-aware software engineering; Industrial applications of security; Trust and 

privacy; Information assurance; Cyber Warfare (attacks and defenses); Next generation network 

architectures; Malware analysis; Network security and protocols; Security challenges in 

mobile/embedded systems. 

In total, there were 109 papers, 9 fast abstracts and 8 posters submitted to SIN 2013. Each paper 

was reviewed by at least three reviewers. In all, 30 full papers (maximum length of 8 pages), 21 

short papers (maximum length of 5 pages), 19 fast abstracts and 15 posters were accepted. A 

rigorous review process ensured the high quality of research articles. The acceptance ratio for 

regular papers was ~27%. 

The conference hosted the following distinguished researchers who graciously agreed to 

present their keynote and invited speeches: 

 Information Security and Risk Governance and Management Frameworks. An 

Overview of COBIT 5 by Georges Ataya  

 Analysis of GOST 28147-89 Security: Methods and Algorithms by Ludmila Babenko 

 The SHA-3 Competition: Lessons Learned by Bart Preneel 

 Attacks on Implementation of Cryptographic Algorithms: Fault and Side-Channel 

Attacks by Erkay Savaş 

 Trusting SSL in Practice by Ali Aydın Selçuk 

 Security and Protection of SCADA: A Bigdata Algorithmic Approach by Rudrapatna 

Shyamasundar 

 Social Engineering Attacks on the Knowledge Worker and the Digital Native by 

Edgar Weippl. 

 

SIN 2013 Proceedings was published by the ACM and, along with the proceedings of SIN 2009-

2012, it was placed on the ACM Digital Library for perpetual online access.  



We extend our thanks to all the authors for submitting articles to the conference making it a  

competitive event, the reviewers for comments / suggestions that improved technical quality of 

camera-ready submissions, the presenters for useful research inputs and the participants. We also 

extend our gratitude and thanks to the session chairs and to the program committee members for 

their continued support, guidance and mentoring. 

We hope that this conference gave an excellent opportunity to researchers from both academia 

and industry in exchanging ideas that would bring forth better security solutions in future and 

inspire budding researchers in the fields of information and network security and related areas. 
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